¥ YASKAWA

Remote Connection via the Internet
to Yaskawa Controllers

The following controllers have Ethernet capabilities:

Controller | Programming Software
MP2600iec
MP2300Siec
MP2310iec
MP3000iec
MP2200
MP2300
SMC3010
SMC4000

MotionWorks IEC

MotionWorks

YTerm

There are several communication options that will allow remote programming
and monitoring of Yaskawa controllers via the Internet:

1) VPN
2) Windows Net-Meeting
3) Set Firewall on controller network and port internet traffic to external hosts

This document will focus on method #3, which involves configuring a public
(internet) address to reroute traffic to an internal (intranet) address.

Set Firewall on Factory Network

A firewall protects a network from unwanted or unexpected types of
communication from unknown origin.

Generally, a company or organization is allocated a group of IP address for its
use on the Internet, such as website, email, ftp, etc. There must either be a free
IP address for the controller, or IP traffic routing can be done exclusively by port
number.
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This solution consists of making an exception in the firewall routing table to
reroute traffic from an external (internet) address to a private (intranet) address.
This is called NAT (Network Address Translation.) You can typically choose
among many options, including filtering for a specific MAC address, meaning
only specific equipment is allowed to communicate with the controllers inside
the protected network.

Connection through Firewall

Set the Factory Firewall to reroute
traffic from a designated web IP
address to the controllers internal
IP address.

Port Numbers

Webserver Programming Software
MPiec Controllers 80 20547, 4040 (TCP)
MP Controllers n/a 10000 (TCP & UDP)
SMC Controllers n/a 23 (Telnet)

i Local IP Address :
- ---'1 N umyy
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Example configuration of a firewall routing table.

]

Host Node - MotionController

General Properties Host Node - General Properties Actual IP address of
Topology _ controller

NAT Name: /

Advanced ' —

&
IP Address; | 192.168.207.52 [ Get address |

Comment; MP2300 by Moation |sland

Color I

Products:

[ [ Configure Servers... J

Host Node - MotionController @

: NAT Address used in
General Properties controller software when
Topology ‘connecting remotely

NAT Walues for Address Translation

Advanced Add Automatic Address Translation rules /
Translation method: ‘ Static /
Translate to IP Address: | 63.170.18.5 /

Install on Gateway: ‘ % Al v.‘

Firewall configuration blocks all traffic to the IP address except the types of
services selected. In this case, TELNET (port 23) and port 10000 for both UDP and
TCP are allowed. The Communication Process of MotionWorks uses UDP and
TCP port 10000 when communicating to the MP controller.

SOURCE DESTIMNATICH WP ACTION

VDR, LIDP-10000
* Any Q‘ MaotionController E Ay Traffic LA TCP-10000 @ accept Log
TCE telnet
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[=1 Communication Manager -

CTE P EETEY R oo

Logica... | PT Kind | puaL | Physica... hrec.. | Modfy | Loggng |  Status
1 Serial COML Logical Port in Ready
2 CP-218 1 Ready
3 UsB Ready
4 CP-218 1 Port Kind CP-218 = Ready
5 cp2is 1 Ready
? TimeOut 10000 ms
8
9 Dual « Off  On
10
1
12 ok | petsl | cancel |

C ON & OFF

10000 [ 256 - 65535

Engineerng Port

analog. YMW 2:Ethr et IP1£ e Facaad
CACH Dutbound Merge 20070131.YMW _senal COM1 |
TCP Port Count 10 (0- 1E]
MHS Startup ¥FD Parameter files.YMW 3:USB Address
TCPT 20000 (20000 - 65535]
MHS Upload 20070129.YMW 2:Ethemet IP1¢ €F Top Port
UDP Port Count 10 (0-16)

La... |[E]Me...|[Clcl... | Msy...| [€

= LIDP Top Port 20000 (20000 - B5535)

IP address of the computer Carecel |

Additional notes about MotionWorks Configuration added September 19, 2011
When selecting 218IF in the communication manager, there is one option with
(LP). (LP) is for 100Mbyte communication, i.e. for 218IF-02 or embedded Ethernet
port.

So, in case of 218IF-01 (10Mbyte), please chose the one without (LP).

218IF(LP) [LP: Long Protocol] expands the maximum packet size up to 4096
bytes, while the regular 218IF is limited to 2048 bytes.

For some remote access via VPN, (LP) does not work if the VPN does not support
longer packet sizes.

MotionWorks v7 will support a packet size selection function to help with remote
connection issues.
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Communications Setting

0-en Connection [5:Ethernet IP63.170.19.5]

ci 2 _~mmunications Setting

gion setting

Cancel

<< Detail

5 : Ethernet (IP:66.2,65.25) Setting

HS Upload 20070123 ¥YMW 2:Ethemnet IP192.168.1.1

|w

— Public IP address linked to controller at
controller location, not the actual controller IP
address

The controller may need to be configured to use a default gateway for other
internal switches in the factory.

B R
W CP-218 EC_MCD_06_128_OFFICIAL LINEARDIECUT 2006  MP2300 Offtine Local [ [3[X]

PT#:— CPU#:— iFIACKa‘tIH |Sloh‘ﬂ]2 ;CIRHIH |

Transmizsion Parameters | statusi

B CRO DIS
EEN | FEF L5T

— CP-218 Transmizsion P. { 1

Station Setting
IP Address o fme [ee]l v . |52 = (0-285)

MEMOBUIS
Fezponze Time : iD E 2 [0-255]
Count of Retry = !U Eﬁ time [D-255]

- CP-218 Connection Paramet CP218 (Station Setting)
Local | Mode Connect Protod  — Station Setting
CHO Mode IP Address
Fl 8l I T | supnetMack  : 0 .0 .0 .0 = (o5

[ = -
w |- = Gatewsy IPAddes: [192-] . [168—] [207 =] 153 {0255 )
gi """ .2l Spstem Port N, @ 10000 [0iaG. Port Mo./Engineering Port) [ 256-65535 )
05| gl ~ TCRAR Setting
0§ |- i TCP Zera Window Timer Yalue 13 3: s [1-255]
07 |- -
| | = TCP Rty Time 500 s (50-32000)
=E e 2] TCF Close Time [0 =]s (1-28)
o |- -
He = a IP Assemble Time !30 3: 3 [1-255)
2| 2l M. Packet Length 1500 =] byte (B4 -1500)

IEE

oK I Cancel
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Remote PC |ty C;l;’ul?tz?y > Ethernet Switch €| MP Controller

or Router

63170195 192.168.207.253 192.168.207.52

OEM Firewall End User
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